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Clavister Extended UTM solution provides best-in-breed intrusion detection & 

prevention, web content filtering, anti-virus and anti-phishing to protect your 

business and valuable IT assets. The converged security solution provides your 

IT department with a toolbox which is easy to use, low on maintenance and 

scales as you grow.

All components in the Clavister xUTM solution are built to lower your  

maintenance as it increases the productivity within your company. The  

intrusion detection and prevention in-line system helps you to proactively 

stop application attacks such as worms and trojans. Web Content Filtering 

which is provided as a managed service puts you in control of the way your 

internet resources are being used. At the same time it also minimizes the 

exposure to malicious content.

Simply put: It helps you save money by increasing productivity and lowering 

bandwidth costs, while it makes your network more secure. 

Clavister’s unique stream-based antivirus feature is able to keep you protected 

against in-the-wild viruses by scanning files of all sizes and thousands of  

concurrent downloads. KasperskyTM virus definition files are automatically 

provided to you by the Clavister Service Provisioning Network (CSPN).

Naturally we have kept the granularity and configurability, even on the xUTM 

solution, so that you can provision the policies and functionality that your 

business and network demands.
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attack definitions, protects you against application and  

content driven attacks as well as worms and viruses. 

Real-time antivirus gateway that provides high  

performance protection against in-the-wild viruses,  

worms, trojans and other malicious content.

Spyware and Adware protection helps protect  

against programs that could transmit sensitive or  

confidential business data.

Gateway Anti-Virus, Web Content Filtering 
and Intrusion Prevention Services
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Zero-day protection. 
Thanks to the highly unique component based signatures 

you are also protected against new and unknown attacks. 

Most importantly it is also capable of blocking variations of 

existing attacks without introducing false positives.

Clavister Service Provisioning Network (CSPN). 
The global network of secure and high performance servers 

managed by Clavister ensure fast, accurate and safe delivery 

of IDP and AV signatures as well as classification databases 

for the managed web content filtering services.

• Advanced intrusion  
 prevention

• Real-time antivirus  
 scanning

• Powerful auditing

• Flexible web filtering

• Day Zero Protection

• Application Blocking

• High Performance -  
 Low maintenance

• Anti Phishing

• Automated signature  
 database updates
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1 High performance scan engine that protects you against viruses, worms, spyware, adware and other threats

2 Automatic updates of IDP and antivirus signatures as well as web content filtering classification services

3 Protection of both internal and external network traffic

Internet

Incoming e-mail, 
documents and files

Clavister Service 
Provisioning Network
(CSPN)

Branch Office / 
Retail Office

Local Area Network

Server Network

Wireless Network
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Virus Scanning Capabilities  • SMTP, HTTP, FTP 

 • Any uncompressed file type 

 • Scans contents of web pages, e.g. images, videos, scripts and similar

Threat Protection  • Viruses, worms, spyware,  phishing, trojans, software vulnerabilities such 

  as buffer overflows, blocking the usage of peer-to-peer, backdoor exploits 

  and other malicious content

Scalability  • Scans virtualy unlimited number of concurrent downloads of any file size. 

Signature Database  • Dynamically-updated database containing thousands of attack, vulnerability 

  and high threat virus signatures

Logging and Reporting  • Real-time logging and alerting

Supported Compression  • ZIP, Deflate and GZIP 

Formats

Managed Web  • >30 Categories 

Content Filtering • Managed Services, no additional equipment or maintenance 

 • Hourly updates of the databases in the CSPN 

 • Granular policy control, e.g. user, network or time driven policies.
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For more information about Clavister’s xUTM services including Intrusion Detection and Prevention, Web Content Filtering  

and Antivirus protection Services please visit our website.  http://www.clavister.com.
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